Server Setup for IM with Google Firebase

How to enable the Firebase server on IM App:

Go to AdminCP > Apps > Installed > Instant Messaging > Settings and select "Firebase" at setting Select chat server

Settings Instant Messaging Manage Notification Sound Import Data From v3

Select chat server

4k

Firebase

Then, configure the required Firebase Config Object setting. We will guide you to get the value when adding Firebase project which will be instructed
below.

Also, you can configure Algolia App ID (Optional) and Algolia APl Key (Optional) to support search messages. The instructions will be given later.

Setup Google Firebase App:
1. Add Firebase project

Go to Firebase console


https://docs.phpfox.com/download/attachments/5014054/Screen%20Shot%202019-05-29%20at%2018.24.52.png?version=1&modificationDate=1565090695000&api=v2
https://console.firebase.google.com/u/0/

Select Add Project if you don't have one

Add a project

Project name = 405 + <>

Tip: Projects span apps

My awesome project across platforms (B

Project ID (@)

my-awesome-project-id

Locations (@

United States (Analytics)
nam5 (us-central) (Cloud Firestore)

Use the default settings for sharing Google Analytics for Firebase data

Share your Analytics data with all Firebase features

Share your Analytics data with Google to improve Google Praducts and Services
Share your Analytics data with Google to enable technical support

Share your Analytics data with Google to enable Benchmarking

Share your Analytics data with Google Account Specialists

[J 1 accept the controller-controller terms. This is required when sharing
Analytics data to improve Google Products and Services. Learn more

Cancel Create project




Go to App Dashboard, select Project Overview > Project settings

Settings

General Cloud M g Integrations

Your project

Project name IMChat 2
Project ID (@ im-chat-b8c34
Cloud Firestore location nams (us-central)
Public settings

These settings control instances of your project shown to the public
Public-facing name @ project- NN /‘

Support email Not configured -

Your apps

There are no apps in your project @ 0 a
Select a platform to get started




In Your apps section click on icon </> to Add Firebase to web app

Add a project

Project name = 405 + <>

Tip: Projects span apps

My awesome project across platforms (B

Project ID (@)

my-awesome-project-id

Locations (@

United States (Analytics)
nam5 (us-central) (Cloud Firestore)

Use the default settings for sharing Google Analytics for Firebase data

Share your Analytics data with all Firebase features

Share your Analytics data with Google to improve Google Praducts and Services
Share your Analytics data with Google to enable technical support

Share your Analytics data with Google to enable Benchmarking

Share your Analytics data with Google Account Specialists

[J 1 accept the controller-controller terms. This is required when sharing
Analytics data to improve Google Products and Services. Learn more

Cancel Create project




Add App nickname, then click Register App, then click Continue to console to back to Project Settings page

X  Add Firebase to your web app

° Register app

@ Add Firebase SDK

Copy and paste these scripts into the bottom of your <body> tag, but before you use any Firebase services:

<!-- The core Firebase JS SDK is always required and must be listed first -->
<script src="https://www.gstatic.com/firebasejs/6.1.8/firebase-app.js"></script>

<!-- TODO: Add SDKs for Firebase products that you want to use
https://firebase.google.com/docs/web/setup#config-web-app -->

<script>

// Your web app's Firebase configuration

var firebaseConfig = {
apikey: " N |
authDomain: | HEBB. firebaseapp.com”,
databaseURL: "https:// i . firebaseio.com”,
projectId: [N
storageBucket: | -2ppspot.com”,
messagingSenderId: " NG ", ~
appId: "1:555767431731:web:b5147f0326945398"

}

// Initialize Firebase

firebase.initializeApp(firebaseConfig);

</script> I—D

Learn more about Firebase for web: Get Started [, Web SDK APl Reference [, Samples [

Continue to console

In Your Apps section, chose the app you just created, then click on Config option of Firebase SDK snippet. Copy all script code and paste to Firebase
Config Object setting in AdminCP > Apps > Installed > Instant Messaging > Settings area.

Firebase SDK snippet

o CDN @ @ Config @

Copy and paste these scripts into the bottom of your <body> tag, but before you use any
Firebase services:

const firebaseConfig = {
apikey : "IN |
authDomain: | HINEEEN. firebaseapp.com”,
databaseURL: "https://II. firebaseio.com”,
projectId: "I

storageBucket: " .appspot.com”,

messagingSenderId: "N .
appId: "1:555767431731:web:b5147f0326945398"

Remove this app

2. Enable Firebase Database



Back to Firebase App Dashboard, select Develop > Database. Then, right-click on Create Database. Select mode and click Enable

Security rules for Cloud Firestore X

After you define your data structure, you will need to write rules to secure your data.
Learn more [

@ Start in locked mode

Make your database private by
denying all reads and writes

service cloud.firestore {
match /databases,/{database}/documents {
match /{document=#*} {
O Start in test mode allow read, write: if false;

Get set up quickly by allowing all }
reads and writes to your database }

o All third party reads and writes will be denied

Enabling Cloud Firestore will prevent you from using Cloud Datastore with this project,
) . Cancel
notably from the associated App Engine app

After enabling, you will redirect to database page. In that page, select tab Indexes and add 2 Composite indexes to Database by click on Create index
manually.



Then, configure fields as 2 screenshots below:

Create a composite index

Cloud Firestore uses composite indexes for compound queries not already supported by single field
indexes (ex: combining equality and range operators).

Collection ID

messages

Fields to index
At least two fields required*
receiver Ascending

Ascending

3 time_stamp Ascending

Add field

Query scopes
@ Collection

For queries within a specific collection path

Creation time depends on the amount of data being indexed




Create a composite index X

Cloud Firestore uses composite indexes for compound queries not already supported by single field
indexes (ex: combining equality and range operators).

Collection ID

messages

Fields to index

At least two fields required*

1 deleted Ascending -
2 text Ascending -
3 time_stamp Descending v
Add field

Query scopes
@ Collection

For queries within a specific collection path

Creation time depends on the amount of data being indexed

Indexes enable:

IM Chat Gotoc

Database 23 Cloud Firestore

Data Rules Indexes

Composite Single field

Add index

Collection ID Fields indexed Query scope Status

messages deleted Ascending text Ascending time_stamp Descending Collection Enabled

messages receiver Ascending seen Ascending time_stamp Ascending Collection Enabled




Go to Develop > Authentication, enable Sign-in method for Email/Password provider in your project to allow users access to the database, as the
following screenshot:

Authentication

Users Sign-in method Templates Usage

Sign-in providers

Provider Status
Email/Password Enabled
Funct
ML Kit Y Phone Disabled

Then, go to Database > Rules tab and add the following database rules:

service cloud.firestore {
mat ch / dat abases/ {dat abase}/ docunents {
mat ch /{docunent =**} {
allow read, wite:
if request.auth.uid !'= null && request. auth.token. emil.mtches(' "user_([0-9]+)@*");

Rules table will be as the below image:

1 service cloud.firestore {

2 match /databases/{database}/documents {

3 match /{document=#*%} {

4 allow read, write:

5 if request.auth.uid != null && reguest.auth.token.email.matches(' *user_([8-9]+)@.%");
6 }

7 b3

8 A

Now, you can start to use IM App with Firebase.

Setup Algoliato support search messages
Note: Without Algolia configure on IM App, users can only search for messages with prefix and case sensitive.

Go to Algolia App Manage, sign up if you don't have an account

Note: Algolia is pay to use, so you should check their pricing at Algolia Pricing


https://www.algolia.com/manage/applications
https://www.algolia.com/pricing/

Go to your App Dashboard

® algolia

Applications

LTERNONSI) i@ TEAM ¢ EDIT DANGERZONE~

TRIAL 13 days remaining OPERATIONS RECORDS 3 INDICES
Hong-Kong B30 7 25M 1K 7 5M getstarted_actors, rating_a

Select Indices, create new Index with name im_chat

Create index

To handle indices across multiple environments, just prefix/suffix your index name
like dev_MNAME, test_NAME, or prod_MNAME

Index name

im_chat

Cancel

After Create Index, select menu API keys on left

® Copy Application ID and paste to setting Algolia App ID on IM App
® Copy Admin API Key and paste to setting Admin API Key on IM App

Your APl Keys  All APl Keys

® algolia

LTERNONSI Application 1D LTERNONSIT B
This is your unique application identifier. It's used to identify you when
using Algolia's API

Overview
" Indices
Analytics search-Only API Key I &
Query suggestions This is the public API key to use inyour frontend code. This key is only
usable for search queries.
Monitoring
Infra Regenerate
APl keys .
Admin APl Key B eesssssssssescssssssssnsssessnns | [§

Team This is the ADMIN API key. Please keep it secret and use it ONLY from

your backend: this key is used to create, update
indices. You can alse use it to manage your APl keys.

Billing




Now, users can search full-text messages with IM App and Firebase
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